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Abstract. We present a method for construction of near bent function with the help
of Gold power functions. We have also investigated the cryptographical properties, i.e.,
non-linearity, correlation immunity, algebraic immunity and algebraic degree of these
functions.
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1. Introduction

In the modern days the communication between two individuals, or among
groups of people, or social establishments requires high security of the message
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or information. Boolean functions have been studied due to their cryptographic
properties for the last two decades. These functions play a significant role in
constructing components of symmetric ciphers. Boolean functions used in cryp-
tographic applications provide security of a cipher against different kinds of
attacks.

Nonlinearity of a Boolean function is an essential property and functions with
high non-linearity have applications in cryptography. Shannon in [1] identified
that confusion and diffusion are the essential technique for performing secu-
rity. Confusion could be achieved by the nonlinearity of a Boolean function.
Thus, certainly one can efficiently use Boolean functions with high nonlinearity
in coding theory and cryptography. For security reasons, the nonlinearity of
Boolean functions must be high since the existence of affine approximations of
the Boolean functions involved in a cryptosystem allows to build attacks on this
system. In the case of stream ciphers, high nonlinearity is important to prevent
fast correlation attacks and Linear Cryptanalysis for Block Ciphers [2,3,4].

Siegenthaler proposed the concept of correlation immunity in 1984. Corre-
lation immunity is an interesting cryptographic property, which is to measure
the level of resistance against correlation attacks. It is a safety measure for the
correlation attack of nonlinear combiners. When used in a stream cipher as a
combining function for linear feedback shift registers, a Boolean function with
low-order correlation-immunity is more susceptible to a correlation attack than
a function with correlation immunity of high order [4,5].

Algebraic immunity is a cryptographic property to measure the resistance
against algebraic attack for stream ciphers. The concept of algebraic immunity
of Boolean functions comes from the algebraic attack on stream ciphers proposed
by Courtois and Meier in 2003 in [6], which has proven to be a very effective
attack for both stream ciphers and block ciphers [4,7].

Zheng and Zhang in 1999 introduced plateaued Boolean functions for design-
ing cryptographic functions as they have various cryptographic characteristics
[8]. If squared Walsh transform of a Boolean function f : F§ — Fo takes only
one nonzero value then the function is known as plateaued [9]. Moreover, if
the values of its Walsh transform belong to the set {0, i2nT+T} for some fixed r,
0 < r < n then the n-variable Boolean function is said to be r-plateaued. The
cases of r = 0,1 and 2 have attracted much attention due to their cryptographic
algebraic and combinatorial properties [5].

Bent functions are 0-plateaued functions introduced by Rothaus in the year
1976 [10]. Bent functions are perfect nonlinear functions and have interesting
implications to design block ciphers as well as stream ciphers. But these func-
tions may not be compatible with other cryptographic design criteria as these
functions cannot be implemented in conjunction with balance or highest nonlin-
ear order [11]. Near bent functions are 1- plateaued functions on Fan exist only
when n is odd and Semi bent functions are 2- plateaued functions on Fon exist
only when n is even, introduced by Chee et al. in the year 1995 [12]. Similar
to bent functions, semi bent functions and near bent functions are also widely
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studied in sequences and cryptography. Unlike bent functions, semi bent func-
tions and near bent functions are nearly perfect nonlinear so that they can be
balanced and resilient. These functions are desirable for cryptographic applica-
tions as these functions have the low autocorrelation, a maximal nonlinearity
among balanced plateaued functions, the high algebraic degree and satisfy the
propagation criteria. They are also used for constructing the cryptographically
robust S-blocks and widely used in code division multiple access (CDMA) com-
munication systems for sequence design [5,13,14]. These semi bent and near
bent functions are one of the most intensively studied topics related to bent
functions.

Khoo et al. in 2002 gave the construction of n- variable quadratic semi bent
functions in polynomial forms for both odd and even n [15]. Before his work,
most of the researchers constructed semi bent function from power polynomials,
that is, for suitably chosen d f(x) = Tr(z?). Dillon and McGuire in 2008
presented a general criterion for near bent functions to be bent on a hyperplane,
and they showed that the Kasami-Welch function 77(z?) is a bent function when
restricted to the hyperplane of trace 0 elements in Fan [16]. Dong et al. in 2013
presented a new method for constructing semi bent function in polynomial form
for both odd and even n with the help of few trace terms [17]. S. K. Pandey
et al. presented an exhaustive construction of bent and balanced symmetric
generalized functions (in form of ANF) on smaller domains [18].

From the above all observations, most of the researchers have focused on
the construction of monomial semi bent and near bent functions. And few
researchers have constructed these functions via composition and constructed
in the polynomial form using few trace terms. To the best of our knowledge no
work has been carried out so far to construct near bent function of the form
f(x) = (22 +x)? where d is Gold exponent (2! +1) and we have also investigated
some of the cryptographical properties as mentioned above. The improvement
of cryptographic properties can be possibly expected with suitable modifications
on the homomorphism functions similar to the functions used in [19].

2. Preliminaries

Definition of the near bent function is given by using Walsh-Hadamard coeffi-
cients.

Definition 2.1 ([9]). The Walsh-Hadamard transform of a function f in n
variables is the integer-valued function on F5, whose value at a € Fy is defined
as

Wf(a) _ Z (_1)f(x)+<a-x>.

'
zelFy

As an example, one can use the usual inner product over Fy, which is a2 =
oy iz (mod 2). If the vector space Fj is viewed as the structure of the
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finite field Fan, the usual inner product is nothing but a - © = tr,(az), where

tro(z) = 0, 22" is the trace function.

Definition 2.2 ([5]). A Boolean function f : F} — Fo is called a near bent if
its Walsh transform satisfies:

We(a) € {0, :I:QnTH}, for all a € Fon
Near bent functions on Fon exist only when n is odd.

Definition 2.3 ([20]). The non-linearity of a Boolean function f is denoted by
nl(f) and is defined as

1
_on—1_ =
nl(f)=2 2I£%£}L(W/f(a).

Definition 2.4 ([14]). A sub function of order k of Boolean function f in

variables x1, ..., T, is a function fa}""& where each variable w;; 15 fived by the

value a;;, j=1,...,k, 0 <k <n.

Definition 2.5 ([14]). A Boolean function f in n variables is called correlation
immune of order k if the weight of any of its sub function of order k equals

wi(f)/2".

Definition 2.6 ([14]). The minimum algebraic degree of a Boolean function g,
g#0, such that f-g=0 or (f®1) g =0 is called the algebraic immunity of
f, and is denoted by AI(f).

Definition 2.7 ([21]). If ¢ is an element of K = GF(q"), its trace relative to
the subfield F = GF(q) is defined as follows:

Tri()=c+c+c 4.+

Theorem 2.8 ([21]). For all o, B € K we have
Tr(a+ B) =Tr(a) 4+ Tr(pB).
3. Algebraic construction of near bent function
Theorem 3.1. The function of the form
f@) = Tr(a® + ),
is a near bent function with ged(i,n) = 1.

Proof. (2?4 2)%*1 = 22+ £ 222 s g 4 22 % 2% 4 221,
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‘Note that in the finite field Fan holds #2*(2") = %', Therefore, (z2+2)? 1 =
22ty 2 g4 22 *x?z 42t = g2+ 2242 Walsh transform for the function
flx) =Tr((z® +2)?>+) is

(1) Wf(a) = Z(_1)TT(I2i+l+r2i+2)€B<a-m>

T
zelFy

Walsh transform for the function f(z) = Tr((z)¥ 1) is

(2) Wi(a) = 3 (~1)Tr@? Hocar>

3
zelF

Equation (1) has same terms as that of equation (2), except that the one term
Tr(x?*+2) is extra. So we consider the following two cases regarding extra term.

Case 1. When Tr(22'2) = 0. _ _
The term of the Boolean function will be T'r((x)* T1)+0, which is Tr((z)? *1).
Hence it is near bent function by [14].

Case 2. When Tr(z2'2) = 1.

The terms of the Boolean function will be Tr((z)%*1) 4 1, whose values will
be exactly opposite to that of equation (2). As f(z) = Tr((z)% 1) is near bent
function, the function f(z) = Tr((z2 4+ x)2+1) is also near bent over FJ.

Thus the function defined on 5 by

fla) = Tr((2? + )+

with ged(i,n) = 1 is a near bent over F3. O

If ged(i,n) # 1, then the functions Tr((z2 + 2)2' 1) cannot be near bent
function, which can be observed over some fields from the following examples.

Example 3.2. Over Fj, the function f(z) = Tr((z? + #)2"*!) is not a near
bent function.

In fact, the values of Walsh transform Wp(a) are 0 or —32, for all a ¢ F3.
Hence f(z) = Tr((x? + z)3) is not a near bent function.

Example 3.3. Over F), the function f(z) = Tr((z2 + x)2**!) is not a near
bent function.

In fact, the values of Walsh transform Wp(a) are 0 or £64, for all a e F3.
Hence f(x) = Tr((z% + z)?) is not a near bent function.
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4. Cryptographic properties of above constructed near bent
functions

There are many different kinds of attacks on the stream ciphers, and hence the
Boolean functions used in the stream ciphers should have essential properties.
Boolean functions play an important role in both error correcting coding activi-
ties and cryptography. Indeed, cryptographic transformations can be developed
by the appropriate composition of nonlinear Boolean functions. Moreover, every
code of length 2™, for some nonnegative integer n, can be interpreted as a set of
Boolean functions. In both frameworks, n is rarely large, in practice. The error
correcting codes derived from n-variable Boolean functions have length 2"; so,
taking n = 11 already gives codes of length 2048. In the case of stream ciphers,
n was in general at most equal to 11 until recently [4,5,14].

Moreover, Some of the important and very common cryptographic properties
of near bent functions are briefly described in next sections.

4.1 Nonlinearity

The nonlinearity of the functions which are constructed using the theorems
above is tabled for some values of ¢ and n as follows.

Table 1: Nonlinearity of function f(z) = Tr((z2+ )2 ™), with (i) ged(i,n) = 1
(ii) ged(i,n) # 1

(i) (i)

i\m|3[5 |7 |9 11 i\n|3[5]|7|9 11
1 2|12 | 56 | 240 | 992 1

2 2|12 | 56 | 240 | 992 2

3 12 | 56 992 3 0 224

4 2112 | 56 | 240 | 992 4

) 2 56 | 240 | 992 5 0

The above Tables represent the nonlinearity values of the constructed near
bent functions and Boolean functions for different values of i and n. For instance,
for i = 3 and n = 11, the Table (1(i)) shows that nonlinearity of the function is
992. The same comparison is true for other values of i and n.

From the above Tables (1) and (1(ii)), it is clear that the nonlinearity of a
newly constructed near bent functions in the Tables (1(i)) is more than that of
Boolean functions in the Tables (1(ii)).

4.2 Correlation immunity

The below Tables (2(i), 2(ii)), represent the correlation immunity of the newly
constructed near bent function and Boolean function. The correlation immunity
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for the constructed near bent functions in Tables (2(i)) found to have the low
number when compared to the Boolean function of the form in the Tables (2(ii)).

Table 2: Correlation Immunity of function f(z) = Tr((z2 + x)¥ 1), with (i)
ged(i,n) =1 (i) ged(i,n) # 1.

i) (i)

—~

i\n|[3|5]7]9]|11 i\n|3|5[7]9]|11
1 0/]0]0]0|0 1

2 0/]0]0]0|0 2

3 0]0 0 3 2 0

4 0/]0]0]0|0 4

5 0 0/0]0 ) 4

4.3 Algebraic immunity

The below Tables (3(i),3(ii), represent the algebraic immunity values of the
near bent functions and Boolean functions. The constructed near bent function
exhibit more algebraic immunity, which can be observed by in Tables (3(i)) and
(3(ii)). Further, it is worth noticing that the use of near bent functions will
enhance the security of cryptosystems.

Table 3: Algebraic immunity of function f(z) = Tr((z? + z)2' ™), with (i)
ged(i,n) =1 (i) ged(i,n) # 1.

(i) (i)
i\n 31571911 i\n|3[5|7|9]11
1 112121212 1

2 112121212 2

3 2|2 2 3 0 2

4 11212122 4

5 1 21212 5 0

5. Conclusion

The cryptographic properties nonlinearity, correlation immunity, and algebraic
immunity are exhibited remarkably by near bent functions which are constructed
using Gold power functions. The similar properties are expected to in case of
large values of n too.
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